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ABSTRACT

The amount of digital data a is explosively growing, and these data have large potential values. Countries and companies
are creating various added values from vast amounts of data, and are making a lot of investments in data analysis
techniques. The privacy problem that occurs in data analysis is a major factor that hinders data utilization. Recently, as
privacy violation attacks on neural network models have been proposed. researches on artificial neural network technology
that preserves privacy is required. Therefore, various privacy preserving artificial neural network technologies have been
studied in the field of differential privacy that ensures strict privacy. However, there are problems that the balance between
the accuracy of the neural network model and the privacy budget is not appropriate. In this paper, we study differential
privacy techniques that preserve the performance of a model within a given privacy budget and is resistant to model
inversion attacks. Also, we analyze the resistance of model inversion attack according to privacy preservation strength.
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Algorithm 1 Differentially Private SGD
Input : Examples {x,, x5, ..., x,}, loss function £L(8) = %ZiL(Q,xi).
Parameters — Learning rate 7, noise scale g, group size L, gradient norm bound €
Initialize 6, randomly
for t € [T] do
Take a random sample L; with probability L/N

Compute gradient
For each i € L,, compute g.(x;) « Vg, L(8;, ;)

Clip gradient
5 llgeCei)llz
8e(x;) « ge(x)/ maX(l, T)
Add noise
g < 7 (B + N (0,0%C2D)
Descent
Orr1 < O — 0Bt

Output : 67

Fig. 1. Differentially private stochastic gradient descent algorithm.
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Algorithm 2 DPSGD with Momentum

Input : Examples {xy, x5, ...,

x,}, loss function £(8") = %Zili(e’,xi).

Parameters — Learning rate 1, noise scale g, group size L, gradient norm bound €, momentum «a

Initialize 6 randomly (v, = 0)

for t € [T] do
Take a random sample L, with probability L/N
Compute gradient
For each i € L;, compute g,(x;) « Vo, L(0],x;)
Clip gradient
g:(x;) « g¢(x;)/ max (1.
Add noise
B 7 (ZiB(x) + M (0,02C?D))
Compute velocity
Ve+1 < AV — N8
Update

/ /
Oty < Ot + Vi

Output : 67

llgeCGe)ll2
)

Fig. 2. Differentially private momentum update algorithm.
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Algorithm 3 Inversion attack for facial recognition models.

Function Model_inversion(label, a, B,y, 1)
C(X) &1 flabel(x)
Xo<—0
fori—1,..,a do
X; — Process(X;_q — A1+ Vc(X;_1))

if c(X;) = max (c(Xi_l), ...,c(Xi_E)) then
break

if c(X;) <y then
break

return [argmaxy, (c(X;)), miny, (c(X)))]

Fig. 4. Algorithm of model inversion attack.
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Al & Epdeh. Fig. 5= AT&T <= dHlo]

(inverted face data)

(original face data)

Fig. 5. (Left) A face image for the specific
individual used in learning face recognition
model(test data). (Right) A Face image
recovered from model inversion attack.
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Table 1. Final accuracies of differentially private models (§=10"%)

) 7 2 4 6 8
9 B 52% train accuracy 56% train accuracy 84% train accuracy
46% test accuracy 42% test accuracy 69% test accuracy
6 96% train accuracy 98% train accuracy 98% train accuracy 96% train accuracy
85% test accuracy 88% test accuracy 91% test accuracy 85% test accuracy
10 99% train accuracy 99% train accuracy 99% train accuracy 99% train accuracy
95% test accuracy 95% test accuracy 91% test accuracy 94% test accuracy
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A setoln A 714

original face data

=6)-model
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Fig. 6. Model inversion attack results on differentially private face recognition models
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